Virtual Private Network (VPN) and Windows 7

VIRTUAL PRIVATE NETWORK (VPN) AND WINDOWS 7

l. Installing the Fortinet SSL VPN Client for use at Birkbeck - Windows 7

The Virtual Private Network enables a secure connection between a remote device or network and
Birkbeck.

Once installed the remote computer is authenticated and securely connected to the college network
and can function as if directly connected locally to it.

A word (and warning) about the Virtual Private Network (VPN)

The Virtual Private Network enables a secure connection between a remote device or network and
Birkbeck. In addition, it places the device on the Birkbeck network, allowing access to electronic
resources as if at Birkbeck. However, this also means that all internet traffic from that device is
travelling via Birkbeck too. In cases of misuse of the network, and the most common complaint we
receive relates to copyright infringement, any complaint will be received by Birkbeck directly and
acted upon immediately with the removal of the device or connection to the network. Staff should
only connect to the VPN when they need it, and should not connect while undertaking personal
internet surfing etc. Please note that some restrictions on network traffic allowed through the VPN
are in place to limit Birkbeck’s exposure to complaints.

Please note also that if you are working from home extensively, you may run into limits imposed by
your ISP in the amount of data you are allowed to transfer. A typical VPN/RDC session is likely to
download 40-50Mb of data an hour (dependent on activity).

2. Instructions

Open a web browser and go to https://fort.bbk.ac.uk:9443
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The Fortinet SSL-VPN Client plugin is not installed on vour computer, 1s not up to date, or vour browser A
settings are blocking the plugin from running. The plugin is required for the tunnel mode function of the
SSL-VPN Client.

You need to have administrator rights to perform the first time installation. Once it 1s installed, 1t runs under
normal user privileges and can be upgraded to newer versions without administrator privileges.

Click here to download and install the plugin After the installation, please restart your browser.
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The SslvpnClient.exe download has completed.
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Organize v = Open Share with = Bum Mew folder

[ Favorites Mame Date modified Ty
.
B Desktcp 15 SshvpnClien’ srasaag 1247 e
& Downloads Open
L Recent Places % FRun as administrator
:‘ OneDrive Troubleshaot compatibility
M Scan with OfficeScan
@ Libraries
£ | D ks Share with ¥
¢ Docume
o Music Pin to Taskbar
= Pictures Pin to Start Menu
B videos Restore previous versions
Send to ¥
M Computer
[ IR Cut

choose “Run as administrator”.
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5 FortiClient SSLVPN Installer
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You will be notified when the installation is complete.



Choose “Close”.
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The VPN will be started in the browser and you will be connected.

Choose “Disconnect” and restart your computer at this point.
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After a restart and logon, click on the “Start” button and choose the FortiClient SSLVPN.
(If the icon isn’t showing, select All Programs | FortiClient | FortiClient SSLVPN).
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828 FortiClient SSLVPN == =]

Connection N arne: I ;I
Server Address: I
Uszemame: I
Pazzword: I
Client Certificate: I _vJ
i~ Connection
Statuz: Dizconnected  Bytes Sent: 0
Duration: 00:00:00  Bytes Received: 0
Settings... | Connect | Dizconnect I Exit

Choose the “Settings...” button.
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FertiClient SSLVPM Settings (=23
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Enter the following details,

Connection Name: Birkbeck
Description: Birkbeck VPN
Server Address: fort.bbk.ac.uk:9443

Enter your regular Birkbeck username and password, select OK



FortiClient SSLVPN Settings E
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[ Keep connection alive until manually stopped
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— Settings of selected connection

Connection M ame: IEirkbeck

Description: IEirkbeck WEMN

Server Address: Ifort.bbk.ac.uk:9443
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User Mame: Ilab2D1 4
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Passwaord: I

Ok | Cancel |

Your entered settings are now available in the connection Birkbeck, to be used when making the VPN
connection.
Choose "OK”

875 FortiClient SSLVPN

Connection Mame: IBirkbeck LI

Server Addiess: [fart bbk.ac. uk: 5443
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Paszzword: Ixxxxxxxm:xxx

Client Certificate: I LI
Connection
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Settings... I Connect Disconnect E«it

Choose the Connect button to make the connection — it should complete within 2 minutes.

You should now minimise the FortiClient SSLVPN (it should appear in the taskbar).
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If you attempt to close the FortiClient SSLVPN you will receive the following warning:

FortiSSLVPMclient 3

:I Do you really want to disconnect S5LVPN connection and exit?

Yes Mo

Answer No if you wish to continue using the VPN.

You can close your VPN connection by choosing the Disconnect button in the FortiClient SSLVPN.



