VIRTUAL PRIVATE NETWORK (VPN) AND MAC OS X

1. Installing the Fortinet SSL VPN Client for use at Birkbeck — Mac OS X

The Virtual Private Network enables a secure connection between a remote device or network and
Birkbeck.

Once installed the remote computer is authenticated and securely connected to the college network
and can function as if directly connected locally to it.

A word (and warning) about the Virtual Private Network (VPN)

The Virtual Private Network enables a secure connection between a remote device or network and
Birkbeck. In addition, it places the device on the Birkbeck network, allowing access to electronic
resources as if at Birkbeck. However, this also means that all internet traffic from that device is
travelling via Birkbeck too. In cases of misuse of the network, and the most common complaint we
receive relates to copyright infringement, any complaint will be received by Birkbeck directly and
acted upon immediately with the removal of the device or connection to the network. Staff should
only connect to the VPN when they need it, and should not connect while undertaking personal
internet surfing etc. Please note that some restrictions on network traffic allowed through the VPN
are in place to limit Birkbeck’s exposure to complaints.

Please note also that if you are working from home extensively, you may run into limits imposed by
your ISP in the amount of data you are allowed to transfer. A typical VPN/RDC session is likely to
download 40-50Mb of data an hour (dependent on activity).

2. Instructions
Open a web browser and go to https://fort.bbk.ac.uk:9443

Login using your regular Birkbeck username and password when seeing the login box.

This service is for authorised users of Birkbeck IT facilities.
Please use your Birkbeck IT account to login.
If you encounter difficulties, please contact Birkbeck IT Services, its@bbk.ac.uk

Birkbeck SSL VPN - Please Login
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Check that you are connected to the Birkbeck VPN server, circled below, and then click on the link to
download the client for your device.

Double click on the “FortiClientUpdate” icon to start installing the client

L BN ! FortiClientUpdate
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FortiClentUpdate

A box will show you the progress of the download

@ Downloading FortiClient

When the download is finished click on “Install” to start the installation

(@) FortiClient

ﬁ FortiClient 5.4.2 is downloaded

Install

Click on Continue
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Welcome to the FortiClient Installer

o Introduction FortiClient for Mac OS X is a unified security agent for computers
C that integrates antivirus, SSL and IPsec VPN remote access, web
License filtering, application firewall and vulnerability scan into a single
Destination Select software package. FortiClient for Mac OS X has a user-friendly
interface that allows for quickly setting up protection for your
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Click on “Continue” again
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Software License Agreement
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@ Introduction B
Fortinet Product License Agreement / EULA and Warranty Terms U
@ License Trademarks and Copyright Statement
A : Fortinet®, FortiCate®, and FortiGuard® are registered trademarks of Fortinet, Inc.,
Destination Select and other Fortinet names herein may also be trademarks, registered or otherwise, of
Fortinet. All other product or may be trademarks of their respective
Installation Type mwomts Fortinet, Inc., All Rights reserved. Contents and terms are
subject to change by Fortinet without prior notice. No part of this publication may be
Installation ropmdueudhmblmubyanymoruudbmhmdmunhn
or without ission from Fortinet, Inc., as
Otwl-l‘bd by the United sumwma 1976.
Summary Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you
have purchased your Product within the Americas, Fortinet, Inc., a(n)m,ou
have purchased your Product outside of the Ameri Fortinet Singap

Limited (each referred to herein as "Fortinet”) .CAREFULLY READ THE
FOLLOWING LECAL AGREEMENT (THE OR THIS "AGREEMENT™ OR "EULA").
USE OF FORTINET PRODUCT(S)AND ANY UPDATES THERETO, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY
FORTINET (TCGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY
AGRiEDTOINAW‘RWINGSIGIEDBYﬁEGENERALOUJNSELOF
EARTINET ¥R INGTAL L ATION AR LISE NF ANY PR T REPRES

m




Agree to the license
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To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree tc continue or click Disagree to cancel the installation and W
e Lic  quit the Installer. U
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1" stipulated by tha United States Copyright Act of 1076.

Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you
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USE OF FORTINET PRODUCT(S)AND ANY UPDATES THERETO. INCLUDING

HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED

THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY
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Click on “Install”
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Standard Install on “Macintosh HD"

This will take 45.5 MB of space on your computer.

@ Introduction
@ License Click Install to perform a standard installation of this software
e for all users of this computer. All users of this computer will
o Destination Select be able to use this software.
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At this point you should be asked to enter the administrator username and password you set for
your Mac to install software and make changes

You should then be notified that the software is installed and you can click on Close

000 @ Install FortiClient -

The installation was completed successfully.

@ Introduction

@ License
@ Destination Select
@ Installation Type

o Installation The installation was successful.

® Summary The software was installed.

A FortiClient icon should now be in the top right of your menu bar.
3. Using the VPN

Click on Open FortiClient Console to configure the VPN

Open FortiClient Console

Shutdown FortiClient

Click on the down arrow next to the cog to Add a New Connection



FortiClient Console

Add a new connection
E ted connection
ected connection

{53 Click the lock 1o make changes

Fill in the detail as shown below. The Connection name and Description can be of your choosing.
Your Birkbeck username goes in the username box (eg. ubhu001).

Click on “Add”

FortiClient

VPN » Add Connection

VPN Type @) SSLVPN (| IPsec VPN
Connection Name BBK VPN

Description BBK VPN

Remote Gateway fort.bbk.ac.uk
Customize Port 9443
Client Certificate None <

Authentication Save Login

Username I ubalie 1 l

Cancel Add

{4 Click the lock to make changes



You can connect to the VPN now by entering your normal Birkbeck password and clicking on
“Connect”

e 0 FortiClient

FortiClient Console .

|

AntiVirus
| Real-tima Protection Enabled VPN Nm EBK VPN + n. w
|
Web Security Username  ubkutut
}‘ Web Security Enabied
| Password ~ seeee|
Remote Access
_-g‘n MNo VPN Connected
Connect
£ Click the lock 1o make changes

To disconnect click on “Disconnect”.

® o0 FortiClient
FortiClient Console
Compliance
g Nek Pk
X
AntiVirus
@ Real-time Protection Enabled BBK VPN
Egla} 10.214.136.1
Web Security SSL ubkuiet
;B Web Security Enabled
VEN I Coneve %] Bytes Received 40.952 K
|+ Bytes Sent 18.979 K
Disconnect
{3} Click the lock 1o make changes




You can connect Connect and Disconnect in future from the FortiClent icon and drop down menu in
the top right of your Mac menu bar.

L& Connect to BBK VPN

Open FortiClient Console
Shutdown FortiClient

VPN (00:00:15)
E3 Disconnect BBK VPN

Open FortiClient Console
Shutdown FortiClient




